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(privacy by default) (privacy by design)
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INTRODUCTION

Framework for Trustworthy Al

(

Trustworthy Al

)

S~ T === S

[not dealt with in this document)

CHAPTER |

CHAPTER N

4 Ethical Princi - Respext for human autonormy
[ Foundations of Trustworthy Al ] Principles P 3oy of et
Achere to ethical principles based on Acknowleige and address tensions - Faimess
fundamental rights between them - Explicability
; - Human agency and oversight
| resnot oy | Lt e
Implement the key requirements Evaluate and address these contruousty ':"mﬂmm
the Al Iife - Trarsparency
throughout “?ﬂﬂﬂﬁ oyde ) . -
faimess
- Sodetal and environmental wellbeing
- Acrountahility

Technical Mon-Technical
Methods Methods

CHAPTER 51

[

Assessment of Trustworthy Al ]

Operationalise the key requirements

Trustworthy Al Assessment List

Tailor this to the specific Al application
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2. Technical robustness and safety

Resilience to attack and security:

¥| Did you assess potential forms of attacks to which the Al system could be vulnerable?
» Did you consider different types and natures of vulnerabilities, such as data pollution, physical
infrastructure, cyber-attacks?

¥ | Did you put measures or systems in place to ensure the integrity and resilience of the Al system
against potential attacks?

¥ Did you verify how your system behaves in unexpected situations and environments?

¥ Did you consider to what degree your system could be dual-use? If so, did you take suitable
preventative measures against this case (including for instance not publishing the research or
deploying the system)?

Falliback plon and general safety:

v Did you ensure that your system has a sufficient fallback plan if it encounters adversarial attacks or
other unexpected situations (for example technical switching procedures or asking for @ human
operator before proceeding)?

¥ Did you consider the level of risk raised by the Al system in this specific use case?
= Did you put any process in place to measure and assess risks and safety?
=  Did you provide the necessary information in case of a risk for human physical integrity
=  Did you consider an insurance policy to deal with potential damage from the Al system?
= Did you identify potential safety risks of [other) foreseeable uses of the technology, including
accidental or malicious misuse? Is there a plan to mitigate or manage these risks?

¥ Did you assess whether there is a probable chance that the Al system may cause damage or harm to
users or third parties? Did you assess the likelihood, potential damage, impacted audience and
severity?
=  Did you consider the liability and consumer protection rules, and take them into account?
= Did you consider the potential impact or safety risk to the environment or to animals?
= Did your risk analysis include whether security or network problems such as cybersecurity
hazards could pose safety risks or damage due to unintentional behaviour of the Al system?

¥ Did you estimate the likely impact of a failure of your Al system when it provides wrong results,
becomes unavailable, or provides societally unacceptable results (for example discrimination)?
= Did you define thresholds and did you put governance procedures in place to trigger
alternativefallback plans?
=  Did you define and test fallback plans?

Accuracy

Did you assess what level and definition of accuracy would be reguired in the context of the Al system

and use case?

*  Did you assess how accuracy is measured and assured?

=  Did you put in place measures to ensure that the data used is comprehensive and up to date?

»  Did you put in place measures in place to assess whether there is a need for additional data, for
example to improve accuracy or to eliminate bias?

Did you verify what harm would be caused if the Al system makes inaccurate predictions?

Did you put in place ways to measure whether your system is making an unacceptable amount of
inaccurate predictions?

Did you put in place a series of steps to increase the system's accuracy?

Reliability and reproducibility:

Did you put in place a strategy to monitor and test if the Al system is meeting the goals, purposes and

intended applications?

= Did you test whether specific contexts or particular conditions need to be taken into account to
ensure reproducibility?

= Did you put in place werification metheds to measure and ensure different aspects of the
systemn's reliability and reproducibility?

=  Did you put in place processes to describe when an Al system fails in certain types of settings?

» Did you clearly document and operationalise these processes for the testing and verification of
the reliability of Al systems?

= Did you establish mechanisms of communicatien to assure (end-Jusers of the system’s reliability?
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3. Privacy and data governance

Respect for privacy and dota Protection:

Depending on the use case, did you establish a mechanism allowing others to flag issues related to
privacy or data protection in the Al system’s processes of data collection (for training and operation
and data processing?

Did you assess the type and scope of data in your data sets (for example whether they contain
personal data)?

Did you consider ways to develop the Al system or train the model without or with minimal use o
otentially sensitive or personal data?

Did you build in mechanisms for notice and control over personal data depending on the use case
{such as valid consent and possibility to revoke, when applicable)?

|Di|:l you take measures to enhance privacy, such as via encryption, anonymisation and aggregation?

Where a Data Privacy Officer (DPO) exists, did you involve this person at an early stage in the process?
Quality ond integrity of dota:

Did you align your system with relevant standards (for example |50, IEEE) or widely adopted protocols
for daily data management and governance?

Did you establish oversight mechanisms for data collection, storage, processing and use?
Did you assess the extent to which you are in control of the quality of the external data sources used?

Did you put in place processes to ensure the quality and integrity of your data? Did you consider other
processes? How are you vernifying that vour data sets have not been compromised or hacked?

Access to dota:

What protocols, processes and procedures did you follow to manage and ensure proper data

EOVErnancer

= Did you assess who can access users’ data, and under what circumstances?

= Did you ensure that these persons are qualified and required to access the data, and that they
have the necessary competences to understand the details of data protection policy?

*  Did you ensure an owversight mechanism to log when, where, how, by whom and for what]
purpose data was accessed?
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